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e You previously chose to limit the [ABC]
companies, such as the [ABC credit card, in-
surance, and securities] affiliates, from mar-
keting their products or services to you
based on your personal information that
they receive from other ABC companies.
This information includes your [income],
your [account history], and your [credit
score].

e Your choice has expired or is about to ex-
pire.

To renew your choice to limit marketing
for [x] more years, contact us [include all
that applyl:

e By telephone: 1-87TT-###—H###

e On the Web: www.—.com

e By mail: Check the box and complete the
form below, and send the form to:

[Company name]
[Company address]

~ Renew my choice to limit marketing for

[x] more years.

C-5—MODEL FORM FOR VOLUNTARY ‘‘NO
MARKETING’’ NOTICE

YOUR CHOICE TO STOP MARKETING

e [Name of Affiliate] is providing this notice.

e You may choose to stop all marketing
from us and our affiliates.

e [Your choice to stop marketing from us
and our affiliates will apply until you tell
us to change your choice.]

To stop all marketing, contact us [include

all that apply]:

e By telephone: 1-87T-###H##H#

e On the Web: www.—.com

¢ By mail: Check the box and complete the
form below, and send the form to:

[Company name]

[Company address]

Do not market to me.

[72 FR 62971, Nov. 7, 2007, as amended at 74
FR 22643, May 14, 2009]

APPENDIX D TO PART 334 [RESERVED]

APPENDIX E TO PART 334—INTERAGENCY
GUIDELINES CONCERNING THE ACCU-
RACY AND INTEGRITY OF INFORMA-
TION FURNISHED TO CONSUMER RE-
PORTING AGENCIES

The FDIC encourages voluntary furnishing
of information to consumer reporting agen-
cies. Section 334.42 of this part requires each
furnisher to establish and implement reason-
able written policies and procedures con-
cerning the accuracy and integrity of the in-
formation it furnishes to consumer reporting
agencies. Under §334.42(b), a furnisher must
consider the guidelines set forth below in de-
veloping its policies and procedures. In es-
tablishing these policies and procedures, a
furnisher may include any of its existing
policies and procedures that are relevant and
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appropriate. Section 334.42(c) requires each
furnisher to review its policies and proce-
dures periodically and update them as nec-
essary to ensure their continued effective-
ness.

1. NATURE, SCOPE, AND OBJECTIVES OF
POLICIES AND PROCEDURES

(a) Nature and Scope. Section 334.42(a) of
this part requires that a furnisher’s policies
and procedures be appropriate to the nature,
size, complexity, and scope of the furnisher’s
activities. In developing its policies and pro-
cedures, a furnisher should consider, for ex-
ample:

(1) The types of business activities in
which the furnisher engages;

(2) The nature and frequency of the infor-
mation the furnisher provides to consumer
reporting agencies; and

(3) The technology used by the furnisher to
furnish information to consumer reporting
agencies.

(b) Objectives. A furnisher’s policies and
procedures should be reasonably designed to
promote the following objectives:

(1) To furnish information about accounts
or other relationships with a consumer that
is accurate, such that the furnished informa-
tion:

(i) Identifies the appropriate consumer;

(ii) Reflects the terms of and liability for
those accounts or other relationships; and

(iii) Reflects the consumer’s performance
and other conduct with respect to the ac-
count or other relationship;

(2) To furnish information about accounts
or other relationships with a consumer that
has integrity, such that the furnished infor-
mation:

(i) Is substantiated by the furnisher’s
records at the time it is furnished;

(ii) Is furnished in a form and manner that
is designed to minimize the likelihood that
the information may be incorrectly reflected
in a consumer report; thus, the furnished in-
formation should:

(A) Include appropriate identifying infor-
mation about the consumer to whom it per-
tains; and

(B) Be furnished in a standardized and
clearly understandable form and manner and
with a date specifying the time period to
which the information pertains; and

(iii) Includes the credit limit, if applicable
and in the furnisher’s possession;

(3) To conduct reasonable investigations of
consumer disputes and take appropriate ac-
tions based on the outcome of such inves-
tigations; and

(4) To update the information it furnishes
as necessary to reflect the current status of
the consumer’s account or other relation-
ship, including, for example:

(i) Any transfer of an account (e.g., by sale
or assignment for collection) to a third
party; and
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(ii) Any cure of the consumer’s failure to
abide by the terms of the account or other
relationship.

II. ESTABLISHING AND IMPLEMENTING POLICIES
AND PROCEDURES

In establishing and implementing its poli-
cies and procedures, a furnisher should:

(a) Identify practices or activities of the
furnisher that can compromise the accuracy
or integrity of information furnished to con-
sumer reporting agencies, such as by:

(1) Reviewing its existing practices and ac-
tivities, including the technological means
and other methods it uses to furnish infor-
mation to consumer reporting agencies and
the frequency and timing of its furnishing of
information;

(2) Reviewing its historical records relat-
ing to accuracy or integrity or to disputes;
reviewing other information relating to the
accuracy or integrity of information pro-
vided by the furnisher to consumer reporting
agencies; and considering the types of errors,
omissions, or other problems that may have
affected the accuracy or integrity of infor-
mation it has furnished about consumers to
consumer repor ting agencies;

(3) Considering any feedback received from
consumer reporting agencies, consumers, or
other appropriate parties;

(4) Obtaining feedback from the furnisher’s
staff; and

(5) Considering the potential impact of the
furnisher’s policies and procedures on con-
sumers.

(b) Evaluate the effectiveness of existing
policies and procedures of the furnisher re-
garding the accuracy and integrity of infor-
mation furnished to consumer reporting
agencies; consider whether new, additional,
or different policies and procedures are nec-
essary; and consider whether implementa-
tion of existing policies and procedures
should be modified to enhance the accuracy
and integrity of information about con-
sumers furnished to consumer reporting
agencies.

(c) Evaluate the effectiveness of specific
methods (including technological means) the
furnisher uses to provide information to con-
sumer reporting agencies; how those meth-
ods may affect the accuracy and integrity of
the information it provides to consumer re-
porting agencies; and whether new, addi-
tional, or different methods (including tech-
nological means) should be used to provide
information to consumer reporting agencies
to enhance the accuracy and integrity of
that information.

ITI. SPECIFIC COMPONENTS OF POLICIES AND
PROCEDURES

In developing its policies and procedures, a
furnisher should address the following, as ap-
propriate:

12 CFR Ch. lll (1-1-15 Edition)

(a) Establishing and implementing a sys-
tem for furnishing information about con-
sumers to consumer reporting agencies that
is appropriate to the nature, size, com-
plexity, and scope of the furnisher’s business
operations.

(b) Using standard data reporting formats
and standard procedures for compiling and
furnishing data, where feasible, such as the
electronic transmission of information about
consumers to consumer reporting agencies.

(c) Maintaining records for a reasonable
period of time, not less than any applicable
recordkeeping requirement, in order to sub-
stantiate the accuracy of any information
about consumers it furnishes that is subject
to a direct dispute.

(d) Establishing and implementing appro-
priate internal controls regarding the accu-
racy and integrity of information about con-
sumers furnished to consumer reporting
agencies, such as by implementing standard
procedures and verifying random samples of
information provided to consumer reporting
agencies.

(e) Training staff that participates in ac-
tivities related to the furnishing of informa-
tion about consumers to consumer reporting
agencies to implement the policies and pro-
cedures.

(f) Providing for appropriate and effective
oversight of relevant service providers whose
activities may affect the accuracy or integ-
rity of information about consumers fur-
nished to consumer reporting agencies to en-
sure compliance with the policies and proce-
dures.

(g) Furnishing information about con-
sumers to consumer reporting agencies fol-
lowing mergers, portfolio acquisitions or
sales, or other acquisitions or transfers of
accounts or other obligations in a manner
that prevents re-aging of information, dupli-
cative reporting, or other problems that may
similarly affect the accuracy or integrity of
the information furnished.

(h) Deleting, updating, and correcting in-
formation in the furnisher’s records, as ap-
propriate, to avoid furnishing inaccurate in-
formation.

(i) Conducting reasonable investigations of
disputes.

(j) Designing technological and other
means of communication with consumer re-
porting agencies to prevent duplicative re-
porting of accounts, erroneous association of
information with the wrong consumer(s), and
other occurrences that may compromise the
accuracy or integrity of information pro-
vided to consumer reporting agencies.

(k) Providing consumer reporting agencies
with sufficient identifying information in
the furnisher’s possession about each con-
sumer about whom information is furnished
to enable the consumer reporting agency
properly to identify the consumer.
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(1) Conducting a periodic evaluation of its
own practices, consumer reporting agency
practices of which the furnisher is aware, in-
vestigations of disputed information, correc-
tions of inaccurate information, means of
communication, and other factors that may
affect the accuracy or integrity of informa-
tion furnished to consumer reporting agen-
cies.

(m) Complying with applicable require-
ments under the Fair Credit Reporting Act
and its implementing regulations.

[75 FR 31518, July 1, 2009]

APPENDIXES F-1 TO PART 334
[RESERVED]

APPENDIX J TO PART 334—INTERAGENCY
GUIDELINES ON IDENTITY THEFT DE-
TECTION, PREVENTION, AND MITIGA-
TION

Section 334.90 of this part requires each fi-
nancial institution and creditor that offers
or maintains one or more covered accounts,
as defined in §334.90(b)(3) of this part, to de-
velop and provide for the continued adminis-
tration of a written Program to detect, pre-
vent, and mitigate identity theft in connec-
tion with the opening of a covered account
or any existing covered account. These
guidelines are intended to assist financial in-
stitutions and creditors in the formulation
and maintenance of a Program that satisfies
the requirements of §334.90 of this part.

I. The Program

In designing its Program, a financial insti-
tution or creditor may incorporate, as appro-
priate, its existing policies, procedures, and
other arrangements that control reasonably
foreseeable risks to customers or to the safe-
ty and soundness of the financial institution
or creditor from identity theft.

II. Identifying Relevant Red Flags

(a) Risk Factors. A financial institution or
creditor should consider the following fac-
tors in identifying relevant Red Flags for
covered accounts, as appropriate:

(1) The types of covered accounts it offers
or maintains;

(2) The methods it provides to open its cov-
ered accounts;

(3) The methods it provides to access its
covered accounts; and

(4) Its previous experiences with identity
theft.

(b) Sources of Red Flags. Financial institu-
tions and creditors should incorporate rel-
evant Red Flags from sources such as:

(1) Incidents of identity theft that the fi-
nancial institution or creditor has experi-
enced;

(2) Methods of identity theft that the fi-
nancial institution or creditor has identified
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that reflect changes in identity theft risks;
and

(3) Applicable supervisory guidance.

(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate. Exam-
ples of Red Flags from each of these cat-
egories are appended as Supplement A to
this Appendix J.

(1) Alerts, notifications, or other warnings
received from consumer reporting agencies
or service providers, such as fraud detection
services;

(2) The presentation of suspicious docu-
ments;

(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;

(4) The unusual use of, or other suspicious
activity related to, a covered account; and

(5) Notice from customers, victims of iden-
tity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.

III. Detecting Red Flags.

The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered ac-
counts and existing covered accounts, such
as by:

(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in
the Customer Identification Program rules
implementing 31 U.S.C. 5318(1) (31 CFR
1020.220); and

(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of ex-
isting covered accounts.

IV. Preventing and Mitigating Identity Theft.

The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial institu-
tion or creditor should consider aggravating
factors that may heighten the risk of iden-
tity theft, such as a data security incident
that results in unauthorized access to a cus-
tomer’s account records held by the financial
institution, creditor, or third party, or no-
tice that a customer has provided informa-
tion related to a covered account held by the
financial institution or creditor to someone
fraudulently claiming to represent the finan-
cial institution or creditor or to a fraudulent
Web site. Appropriate responses may include
the following:
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